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Executive Summary

Through this talk, we will:

* Understand the challenges of building efficient and resilient
swarm autonomous systems

* Optimize the efficiency-performance-resilience of swarm
intelligence via algorithm-hardware-system co-design approach
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Motivation

Goal: Improve operational resiliency
(Temporal/Spatial Redundancy)

Reliability

Swarm Autonomous Machines

Performance-Efficiency-Reliability

Co-Optimization Efficiency

Performance

Goal: Improve compute efficiency
(Software Optimization,
Hardware Architecture)

Goal: Improve mission quality
(Autonomy Algorithms)
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What is Autonomous Machine System?
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Perception }—{ Planning ]——'[ Control

End-to-End Learning

(Reinforcement Learning) ) S E
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What is Swarm Autonomous Machine System?

(oo )

Agent 0

Agent / Agent n-1

Sensing Data 0 Sensing Data 1 Sensing Data n-1

Update Policy Update Policy Update Policy
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What is Swarm Autonomous Machine System?

(Server 07 =1 (05,6, .., 0,) )

Agent 0

Agent /

Agent n-1

Sensing Data 0 Sensing Data 1 Sensing Data n-1

Update Policy Update Policy Update Policy
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Challenge 1: Strict Resource Budgets

: | Mini-Drone
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Search and Rescue
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Energy-Efficient Autonomous System

SRAM Access Energy vs. Operating Voltage

Software Optimization 3.51 Data measured from 14nm
(e.g., quantization, sparsity) 2 FinFET SRAM chips
A G$-)4 n 3 O .
a9
> O
&5 Eé 2.9 1
> p)
Hardware Optimization 2.01
(e.g., optimized dataflow, 0.65 0.70 0.75 0.80 0.85

Normalized Operating Voltage (Vi,in)

specialized compute unit)
Lower processor

operating voltage Lower operating voltage
quadratically reduces energy

Energy o Voltage 2
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Challenge 2: Compute-Physics Correlation

Onboard Rotor Power
Computing 95%
Platform Rotors ( d

Compute Power
(5%)

Power breakdown measured from 3DR Solo drone

Compute power is only a small fraction of total drone power
-> Will optimize compute bring system energy-savings?
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Challenge 3: Low Voltage Induces Faults

PE/control logic

1.13 mm
SRAM Access Energy / Bit Error Rate vs. Operating Voltage e
3.5 -10*
) X
= =
Chip 2.05 mmx 1.13 £ %301 1071 o
Dimension mm % S ~
g = 3 =
| -107° ©
. LTJ;: 2.5 1 = £
Memc?ry 128 KB \{velght, = SRAM Endrgy b :
Capacity 16 KB input Bit Error Rat L 105 ™ 5
2.0 1 5D
Frequency/ 330 MHz for 0.65 0.70 0.75 . 0.80 0.85 %%ﬁ
Voltage V,44=0.8V Supply Voltage (Normalized by V) E £
Data measured from 14nm FinFET SRAM chips E%

[HPCA19] Resilient Low Voltage Accelerators for High Energy Efficiency
[MLSys21] Bit Error Robustness for Energy-Efficient DNN Accelerators
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Challenge 3: Low Voltage Induces Faults

Chip 1 SRAM Access Energy / Bit Error Rate vs. Operating Voltage Chip 2

128 columns

3.5 / L 101 N

b X

oy =

2 %30 107! 3

> O <

%Dé 1073 CS

A2 251~ 2

- o

%’/ —— SRAM Enexgy -

- —— Bit Error Rat -107° A
2.0 1

065 070 075 080 085
Supply Voltage (Normalized by V)

Data measured from 14nm FinFET SRAM chips

Operating below rated voltage range results in memory bit errors, negatively impacting safety
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MulBERRY

Hwe achieve aggressive energy-savings under
low-voltage operation, yet remain computationally-
resilient for swarm autonomous systems?

(performance-efficiency-resilience co-optimization)
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MUIBERRY Framework

(MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems)

e N e N O a
Drones System insight | Efficient and Robust de5|gn: Deployment

Characterization Swarm System Design and Evaluation
\ Y, - y, - y,
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MUIBERRY Framework

(MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems)

-

\_

Drones System
Characterization
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Small Compute Power, Large System Impact!

Onboard
Computing

Platform Rotors

Sensor A N\ Frame

Rotor Power

(95%) Compute

Power
(5%)
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Small Compute Power, Large System Impact!

Onboard
Computing Low-Voltage Operation
Platform Rotors (Supply Voltage*)

Sensor A N Frame

Rotor Power
(95%)

Compute
Power
(5%)

Low-voltage operation
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Small Compute Power, Large System Impact!

Onboard
Computing Low-Voltage Operat1on Voltage- thqmq Relationship
Platform Rotors (Supply Voltage ) :> (Payload )

(a)

Sensor A Frame

—

Supply Voltage

Heatsink
Payload Weight

Rotor Power
(95%)

Compute
Power

(5%)

HotSpot analysis(! + heatsink modelingl?  Low-voltage operation I::> Payload weight)

1] Hotspot 6.0: Validation, acceleration and extension . . .
{2} Celsig Hestsink Size Simulator (Peak temperature) , heatsink size and weight])
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Small Compute Power, Large System Impact!

Onboard
Computing Low-Voltage Operatlon Voltage- Physws Relationship
Platform Rotors (Supply Voltage ) :> (Payload Flight Velomtyf)

(a)

Sensor A Frame

=

Supply Voltage

Heatsink
Payload Weight

Rotor Power
(95%)

Compute (b)
Power

(5%)

AN

Payload Weight

2
3

Flight Acceleration

Low-voltage operation =) Payload weight |
s Safe flight velocity!
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Small Compute Power, Large System Impact!

Onboard
Computing Low-Voltage Operatlon Voltage- Physws Relationship Mission Performance A
Platform Rotors (Supply Voltage ) :> (Payload Flight Ve1001ty ) I::>(thht Time:, Energy., )
| @] %ﬁ} (c)
= g £ g
7 ~ K ]
Sensor o " Erame SESE E"@’
> / e 0
A 3
Supply Voltage Flight Velocity
Rotor Power -
(95%) Compute % _ (b)
Power =
o
(5%) e AN
=3
2
=

Payload Weight

Low-voltage operation I::> Payload weight | ﬁ Flight time & energyl
& safe flight velocity |
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Small Compute Power, Large System Impact!

Onboard
Computing Low-Voltage Operatlon Voltage- Physws Relationship Mission Performance
Platform Rotors (Supply Voltage ) :> (Payload Flight Ve1001ty ) I::>(thht Time:, Energy., #Missionsf)

5 @| , B ©)
22 E 2
7 = M ]
. . > = 5 -
Sensor & Frame g § ﬁoﬁ.{)
> o o)
A 3
Supply Voltage Flight Velocity
Rotor Power = @
S
(95%) C(F))mpute g, (b) ; (d)
ower 5 2 Z
3! = \
(5%) é 2 \ §=
=3 g
2 3
- Payload Weight Flight Energy

Low-voltage operation I:> Payload weight | ﬁ Flight time & energy |
@ Safe flight veIocityT s Number of missions {
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Small Compute Power, Large System Impact!

Onboard
Computing

Platform Rotors

Sensor

Rotor Power
(95%)

Frame

Compute
Power

(5%)

Heatsink
Payload Weight

Flight Acceleration

(Payload Flight Ve1001ty )

& Velglity

—

(a)

Supply Voltage

AN

(b)

Payload Weight

Flight Time
& Flight Energy

Num. of Missions

Low-Voltage Operatlon Voltage- Physws Relationship Mission Performance
(Supply Voltage ) :> I::>(thht

Time:, Energy, #Missionsf)

(c)

Flight Velocity

(d)

Flight Energy

Compute power has huge impacts on end-to-end autonomous system mission energy
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MUIBERRY Framework

(MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems)

Efficient and Robust
Swarm System Design

\

J

e N C
Drones System | insisht
Characterization
_ Y, \_
ASPLOS 2024
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MulBERRY System Design Principle

* Design Principle: Cross-layer swarm robust learning framework, integrates
algorithm-level error-aware learning with system-/evel collaborative server-
agent optimization and hardware-level thermal-voltage adaptive adjustment.
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MulBERRY Objective

* Design Principle: Cross-layer swarm robust learning framework, integrates
algorithm-level error-aware learning with system-level collaborative server-
agent optimization and hardware-level thermal-voltage adaptive adjustment.

* Achieve: Aggressive energy-savings under low-voltage operation, yet
computationally-resilient for swarm autonomous systems.

& * MulBERRY

1

<

o 000 600 00
Voltage
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MulBERRY Key Techniques

Offline Learning On-Device Robust Learning Improvements
Agent,
Robustness
Success Ratef
Multi-
Agent Efficiency
Robust E> Processing *
Policy Energy

a
/QN- - ) . -
Learn with @ Quality-of-Flight

injected random V/F Flight Energyy

bit-flips Learn with actual low-voltage bit-flips #Missions 4
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MulBERRY Key Techniques

Offline Learning On-Device Robust Learning Improvements Q Two-Stage SW.arm
Agent, Robust Learning

Robustness
Success Ratef

S

Multi- ~«_ Server
Agent _ Efficiency
Robust : or E> Processing |
Policy Agent, o Energy
— . - J o ’/k
Oy lity-of-Flight
Learn with @ Q;’IC.Z l}?t} ]gf li
injected random V/F 1ght Energy
bit-flips Learn with actual low-voltage bit-flips #Missions 4
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MulBERRY Key Techniques

Offline Learning o Improvements Q Two-Stage SW.arm
Robust Learning
Robustness
Success Ratef
Multi-
Agent Efficiency
Robust [> Processing *
Policy Energy
Learn with Q“f’lilJ"Of'F light
injected random thht.Er.lergy*
bit-flips #Missions 4
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MulBERRY Key Techniques

Two-Stage Swarm

On-Device Robust Learning Improvements Q Robust L .
obust Learning

Robustness
Success Ratef

Efficiency

Processing *
Energy

Quality-of-Flight
Flight Energy*
#Missions f

Learn with actual low-voltage bit-flips
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Algorithm 2 MulBERRY

1: Initialization: number of agent n, communication interval CI, smooth-
ing average threshold 5% . For each agent, initialize action-value function
Q with policy 6; and target action-value function Q with policy 67 = 0

IVl 2: for timestepk =1to T do
u ra I I I e W O r 3 // Agents conduct bit-flip robust learning at each step
4 for each agent i in parallel do
5: Update 0;‘ «— BitFlipLearning (i, Bfk-l))
6: end for
7 // Agents communicate with server at every CI steps
8 if k mod CI = 0 then
9 Each agent i sends policy 95“ to server
10: Server calculates smoothing average parameters:
11: ok = %max(l, (I;Z)k +n), ﬁk = %
12: for each agent i do
13: Server sends its updated policy 05‘* back to agent i:
14: 0%+ = a* 0k~ + p* 31y 05~

19: Function: BitFlipLearning (i, 8'¥))

20: Given state sg, take action ax based on Q (e-greedy)
21: Obtain reward ry and reach new state sz,

22: Store transition (sk, @k, r'k, Sk+1) in D

23: // Experience replay

24: Sample a mini-batch {(s;, aj,7j,sj41) }£=1 from D
25: // Clean training pass

26: Set y; =rj+ ymaxy Q(sj+1,a’;91’(k))

27: AR =Vy 3P (Q(sj,a;:00) - y;)?

28: // Perturbed training pass, inject bit errors at rate p
29: (k) = BErrp(()(k))

30: Set gj; = (r; + ymaxy Q(sjs1,a’;0P(R)))

31 A(k) = V9 ZE=1 (Q(Sj’ aj; é(k)) - y’])Z

32: // Average gradients and update w.r.t 0

33: 9Uk+D) = g(k) — g (AR) 4 A(K))

34: // Periodic update of target network

35: Every C steps reset Q0=0,ie,setP =0

36: Return 9(k+1)

37:

38: Output: Unified multi-agent bit-error robust policy 6
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Algorithm 2 MulBERRY

1:

Initialization: number of agent n, communication interval CI, smooth-
ing average threshold 5% . For each agent, initialize action-value function
Q with policy 0; and target action-value function Q with policy 67 = 6

MUIBERRY Framework

Start: Initialize swarm autonomy model

—_
DN =

19

A 4

E AR AN U S 2

-
e

-
w

14:

20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

Goal: learn robust swarm autonomy model 35:

36:

: for timestepk =1t0T do
// Agents conduct bit-flip robust learning at each step
for each agent i in parallel do

Update 0;‘ «— BitFlipLearning (i, Blgk_l))
end for
// Agents communicate with server at every CI steps
if k mod CI = 0 then

Each agent i sends policy 91{“ to server

Server calculates smoothing average parameters:

ak = 1 max(1, (l_sz)k +n), k= %
for each agent i do
Server sends its updated policy 05‘* back to agent i:
0%+ = a* 0k~ + p* 31y 05~
: Function: BitFlipLearning (i, ‘%)
Given state si, take action ax based on Q (e-greedy)
Obtain reward r. and reach new state sz,
Store transition (s, ak, Ik, Sk+1) in D
// Experience replay
Sample a mini-batch { (s}, aj, 7}, sj+1) }f=1 from D
// Clean training pass
Set y; = rj + ymaxy Q(sjs1,a’;0P(K))
AR =V, 3B (O(sj.a;;0%)) - y;)?
// Perturbed training pass, inject bit errors at rate p
k) = BErrp(G(k))
Set §j = (rj + ymaxy Q(sjs1, a';6P(R)))
AR = vy Zf=1 (Q(sj,a;;0%)) — ;)2
// Average gradients and update w.r.t 0
ok+) = g(k) _ g (AR) 4 AK))
// Periodic update of target network
Every C steps reset O = Q, i.e., set 0P = 0
Return 0(k+1)

37:

38:

Output: Unified multi-agent bit-error robust policy 8
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Algorithm 2 MulBERRY

1

: Initialization: number of agent n, communication interval CI, smooth-
ing average threshold 5% . For each agent, initialize action-value function
Q with policy 0; and target action-value function Q with policy 67 = 6

: for timestepk =1toT do

MUIBERRY Framework

Start: Initialize swarm autonomy model

v

—_
DN =

Agent error-aware learning; Server-agent communication

h AR A U S £

-
e

-
w

14:

// Agents conduct bit-flip robust learning at each step
for each agent i in parallel do

Update 0;‘ «— BitFlipLearning (i, Blgk_l))
end for
// Agents communicate with server at every CI steps
if k mod CI = 0 then

Each agent i sends policy Gf‘ to server

Server calculates smoothing average parameters:

1-n)k —ak
ok = 1 max(1, ( 5;:) +n), gk = Lo
for each agent i do

Server sends its updated policy 05"’ back to agent i:

0k = akgk- + gt 3, 05

19

A 4

20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

Goal: learn robust swarm autonomy model 35:

36:

. Function: BitFlipLearning (i, 0°)

Given state si, take action ax based on Q (e-greedy)
Obtain reward r. and reach new state sz,

Store transition (s, ak, Ik, Sk+1) in D

// Experience replay

Sample a mini-batch { (s}, aj, 7}, sj+1) }f=1 from D
// Clean training pass

Set y; = rj + ymaxy Q(sjs1,a’;0P(K))

AR =V, 3B (O(sj.a;;0%)) - y;)?

// Perturbed training pass, inject bit errors at rate p
k) = BErrp(G(k))

Set §j = (rj + ymaxy Q(sjs1, a';6P(R)))

A(k) = Vg ZE=1 (Q(S_]’ aj; é(k)) - y’])Z

// Average gradients and update w.r.t 0

ok+) = g(k) _ g (AR) 4 AK))

// Periodic update of target network

Every C steps reset O = Q, i.e., set 0P = 0

Return 6 (<+1)

37:

38:

Output: Unified multi-agent bit-error robust policy 8
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Algorithm 2 MulBERRY

: Initialization: number of agent n, communication interval CI, smooth-
ing average threshold 5% . For each agent, initialize action-value function
Q with policy 6; and target action-value function Q with policy 67 = 0

: for timestepk =1toT do

MulBERRY Framework :
Start: Initialize swarm autonomy model ;

4 * 13
Agent error-aware learning; Server-agent communication %

k + 14:

// Agents conduct bit-flip robust learning at each step
for each agent i in parallel do

Update 05‘ « BitFlipLearning (i, Gfk-l))
end for
// Agents communicate with server at every CI steps
if k mod CI = 0 then

Each agent i sends policy 9!“ to server

Server calculates smoothing average parameters:

1-n)k —ak
ok = 1 max(1, ( 5:) +n), gk = Lo
for each agent i do

Server sends its updated policy 95“' back to agent i:

0k = akgk- + gt 3, 05

-~

Swarm error-
aware learning

-

/

19
\ 20:
21
22:
23:
24:
205
26:
2
28:
29:

/ 30:
31:
+ 32:

93¢
34:

Goal: learn robust swarm autonomy model 35:

36:

. Function: BitFlipLearning (i, 00)

Given state si, take action ax based on Q (e-greedy)
Obtain reward ry. and reach new state sz,

Store transition (sk, ak, Ik, Sk+1) in D

// Experience replay

Sample a mini-batch {(sj, aj, 7}, sj+1) }£=1 from D
// Clean training pass

Set y; = rj + ymaxy Q(sjs1,a’; 0P(K))

AR =V, 3B (Q(sj.a;0%)) - y;)?

// Perturbed training pass, inject bit errors at rate p
k) = BErrp(()(k))

Set §j = (rj + ymaxy Q(sjs1, a’;6P(R)))

AR = v, Zf=1 (Q(sj,a;;0%)) — ;)2

// Average gradients and update w.r.t 0

kD) = g(k) _ g (AR) 4 A(K))

// Periodic update of target network

Every C steps reset O = Q, i.e., set 0P = 0

Return 9 (<+1)

37:

38:

Output: Unified multi-agent bit-error robust policy 8

ASPLOS 2024

MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems 05/01/2024




Algorithm 2 MulBERRY

1

: Initialization: number of agent n, communication interval CI, smooth-
ing average threshold 5% . For each agent, initialize action-value function
Q with policy 6; and target action-value function Q with policy 67 = 0

: for timestepk =1toT do

MUulBERRY Framework
Initialize swarm autonomy model

Start:
- * 10
. . . 11:
Agent error-aware learning; Server-agent communication 12:

+ 14:

A B A U S o}

// Agents conduct bit-flip robust learning at each step
for each agent i in parallel do

Update 05‘ « BitFlipLearning (i, Glgk-l))
end for
// Agents communicate with server at every CI steps
if k mod CI = 0 then

Each agent i sends policy 91{“ to server

Server calculates smoothing average parameters:

1-n)k —ak
ok = 1 max(1, ( 5;:) +n), gk = Lo
for each agent i do

Server sends its updated policy 95“' back to agent i:

0k = akgk- + gt 3, 05

-~

Swarm error-
aware learning

-

19
\ 20:
Error injection 21:

33

. Function: BitFlipLearning (i, 00)

Given state si, take action ax based on Q (e-greedy)
Obtain reward ry. and reach new state sz,

: Store transition (sk, ak, Ik, Sk+1) in D

// Experience replay

Sample a mini-batch {(sj, aj, 7}, sj+1) }£=1 from D
// Clean training pass

Set yj = rj + ymaxy Q(sj+1,a’;91’(k))

AR =V, 38 (Q(sj,a;0%)) - y;)?

// Perturbed training pass, inject bit errors at rate p
0%) = BErr,(9%))

0

33
34:
Goal: learn robust swarm autonomy model ]\ 35:

2

24:
205
26:
2
28:
29:
3

y B
+ 32:

Set §j = (rj + ymaxy Q(sjs1, a’;6P(R)))
A(k) = V9 ZE=1 (Q(Sj’ aj; o(k)) - y’])Z
// Average gradients and update w.r.t 0

: 9kt = gk) _ g (A 4 AK))

: // Periodic update of target network

Every C steps reset Q = Q, i.e., set 6P = 6
: Return 6(%+1)

: Output: Unified multi-agent bit-error robust policy 6
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MUIBERRY Framework

Algorithm 2 MulBERRY

1:

Initialization: number of agent n, communication interval CI, smooth-
ing average threshold 5% . For each agent, initialize action-value function
Q with policy 6; and target action-value function Q with policy 67 = 0

: for timestepk =1toT do

Start: Initialize swarm autonomy model

v

Agent error-aware learning; Server-agent communication

N T~

Y

h AR A U S £

—_ e e e
Ly 2

14:

// Agents conduct bit-flip robust learning at each step
for each agent i in parallel do

Update 05‘ « BitFlipLearning (i, Glgk-l))
end for
// Agents communicate with server at every CI steps
if k mod CI = 0 then

Each agent i sends policy 91{“ to server

Server calculates smoothing average parameters:

1-n)k —ak
ok = 1 max(1, ( 5;:) +n), gk = Lo
for each agent i do

Server sends its updated policy 95“' back to agent i:

0k = akgk- + gt 3, 05

-~

Swarm error-
aware learning

-

L

Error injection

~

v

Loss & gradient on perturbed weights

19:
20:
21
22:
23:
24:
205
26:
2

Function: BitFlipLearning (i, 0°))

Given state si, take action ax based on Q (e-greedy)
Obtain reward ry. and reach new state sz,

Store transition (sk, ak, Ik, Sk+1) in D

// Experience replay

Sample a mini-batch {(sj, aj, 7}, sj+1) }£=1 from D
// Clean training pass

Set yj = rj + ymaxy Q(sj+1,a’;91’(k))

AR =V, 38 (Q(sj,a;0%)) - y;)?

_/

v

28:

// Perturbed training pass, inject bit errors at rate p

Goal: learn robust swarm autonomy model

S

29: 0(K) = BErr, (0(K)

30: Set gj; = (r; + ymaxy Q(sjs1,a’;0P(R)))

31: A®) =Vy T8 (Q(s,a;50P) - 4;)?

32: /] Average gradients and update w.r.t 0

33: 9(k+D) = (k) — g (AF) 4+ A(K))

34: // Periodic update of target network

35: Every C steps reset Q0=0,ie,setP =0

36: Return 9(k+1)

37:

38: Output: Unified multi-agent bit-error robust policy 6
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MUIBERRY Framework

Algorithm 2 MulBERRY

1:

Initialization: number of agent n, communication interval CI, smooth-
ing average threshold 5% . For each agent, initialize action-value function
Q with policy 6; and target action-value function Q with policy 67 = 0

: for timestepk =1toT do

Start: Initialize swarm autonomy model

v

Agent error-aware learning; Server-agent communication

N T~

Y

h AR A U S £

—_ e e e
Ly 2

14:

// Agents conduct bit-flip robust learning at each step
for each agent i in parallel do

Update 05‘ « BitFlipLearning (i, Gfk-l))
end for
// Agents communicate with server at every CI steps
if k mod CI = 0 then

Each agent i sends policy 9!“ to server

Server calculates smoothing average parameters:

1-n)k —ak
ok = 1 max(1, ( 5:) +n), gk = Lo
for each agent i do

Server sends its updated policy 95“' back to agent i:

0k = akgk- + gt 3, 05

-~

Swarm error-
aware learning

-

\

Error injection

v

Loss & gradient on perturbed weights

¥

19:
20:
21
22:
23:
24:
205
26:
2

Function: BitFlipLearning (i, 0°))

Given state si, take action ax based on Q (e-greedy)
Obtain reward ry. and reach new state sz,

Store transition (sk, ak, Ik, Sk+1) in D

// Experience replay

Sample a mini-batch {(sj, aj, 7}, sj+1) }£=1 from D
// Clean training pass

Set yj = rj + ymaxy Q(sj+1,a’;91’(k))

AR =V 37 (Q(sj,a;50)) - y;)?

Gradient update (clean & perturbed)

v

28:

// Perturbed training pass, inject bit errors at rate p

Goal: learn robust swarm autonomy model

29: 0%) = BErr, (9())

30: Set §j = (r; + ymax, Q(sj+1,a';ép(k)))
31: AR =V 32 (Q(sj,a;:0%)) — gj)?
32: // Average grahalients and update w.r.t 0

38

UerD) = (k) _ o (AR) 4 RGOy

M. TWOTIC

ol

35: Every C steps reset Q0=0,ie,setP =0

36: Return 0(k+1)

37:

38: Output: Unified multi-agent bit-error robust policy 6
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MulBERRY Key Techniques

On-Device Robust Learning

Offline Learning
Agent,
-0 s
' Multi ‘ (D Payload
ulti- Optimization
Agent
Robust
Poli )
olicy Agenty .
Learn with @
injected random V/E
bit-flips

\\ Server

Dy

Learn with actual low-voltage bit-flips

Improvements

Robustness
Success Ratef

Efficiency

Processing *
Energy

Quality-of-Flight
Flight Energy*
#Missions f

.

4 )
Q Two-Stage Swarm
. Robust Learning
Low-Voltage
Q Payload
Optimization y
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Low-Voltage Payload Optimization

Low-Voltage Operatlon Voltage- Phys1cs Relationship Mission Performance
(Supply Voltage ) :> I::>(thht

(Payload Flight Velomty ) Time:, Energy ,#Missionsf)

LB @ : ©)
(]
g = 0 O
E‘ / m o
A 3
Supply Voltage Flight Velocity
= n
2 ®| & (d)
=2 g
< > o
=3 g
D =
= : Z ;
Payload Weight Flight Energy

Under low-voltage, MulBERRY reduces drone payload, leading to increased safe flight velocity,
thus reducing mission time and energy
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MulBERRY Key Techniques

AN

Offline Learning On-Device Robust Learning Improvements Q Two-Stage SW? rm
Agent Robust Learning
?1 Robustness
k-
OO0 Q\l Success Rate} 4 Low-Voltage
: (D Payload .S
Multi- Optimization Sy et O Payload

Sprint-or-Slack

Agent , _ Efficiency C .
Robust @Collaboratlve : k+ |:> Processing; N Optimization

J

Polic Agent Energy ( .
— — o Collaborative
Learn with @ QN gl Q Sprint-or-Slack

injected random V/F thht.EI.lergy* 9 Operation

bit-flips Learn with actual low-voltage bit-flips #Missions 4

ASPLOS 2024 MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems 05/01/2024



Sprint-or-Slack Operation

OO UAV Sprint: operate at nominal voltage (no error, high energy)
000 UAV Slack: operate at low voltage (with error, low energy)
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Sprint-or-Slack Operation

OO UAV Sprint: operate at nominal voltage (no error, high energy)
000 UAV Slack: operate at low voltage (with error, low energy)

@ Tpeak = Theatsink
=
O Model Converges

o0 00 00 o0

All UAVs Running at V’

sprint

Pow

{ All UAVs are Sprinting ]
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Sprint-or-Slack Operation

OO UAV Sprint: operate at nominal voltage (no error, high energy)
000 UAV Slack: operate at low voltage (with error, low energy)

€ Tt > Thous T <T
peak heatsink peak heatsink
3 Model Converges @ Model

Power

Does Not Converge

o0 00 00 o0 000 00 00 OO

All UAVs Running at V.., All UAVs Running at V..

Pow

[ All UAVs are Sprinting ] [ All UAVs are Slacking ]
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Sprint-or-Slack Operation

-3
DO

(@)
o

(@)
-

Peak Temperature (°C)
(@)
M~

=== \
1 1/2 1/4 1/6 1/8 1/10 1/12 0
Sprinting Duty Cycle (n)

o
(@)
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Sprint-or-Slack Operation

-3
DO

(@)
o

(@)
-

Peak Temperature (°C)
(@)
T

=== \
1 1/2 1/4 1/6 1/8 1/10 1/12 0
always sprinting  Sprinting Duty Cycle (n) always slacking

o
(@)

Sprinting Duty Cycle (n): fraction of period for which the UAV is sprinting
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Sprint-or-Slack Operation

-3
DO

(@)
o

(@)
-

Peak Temperature (°C)
(@)
T

=== \
1 1/2 1/4 1/6 1/8 1/10 1/12 0
always sprinting  Sprinting Duty Cycle (n) always slacking

o
(@)

Sprinting Duty Cycle (n): fraction of period for which the UAV is sprinting

ASPLOS 2024 MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems 05/01/2024



Sprint-or-Slack Operation

Temperature heatmap n=1

0.8 - 74

o
o

Vertical Position (mm)
o
D

o
[N

0.0 !cache 1
0.0 0.2 0.4 0.6 0.8

Horizontal Position (mm)

(@)
-

Peak Temperature (°C)
(@)
T

| S T

1 1/2 1/4 1/6 1/8 1/10 1/12 0
always sprinting  Sprinting Duty Cycle (n) always slacking

o
(@)

Sprinting Duty Cycle (n): fraction of period for which the UAV is sprinting
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Sprint-or-Slack Operation

Temperature heatmap n=1 Temperature heatmap n=0
0.8 74 0.8 '
59
—_ 73 —_ FPU 4
E 0.6 - E 0.6 [Deache 4 | | Dcache 3 -
c Z Ua
=) 71 0
- ‘% 0.4 E 0.4 llcache 4 [Frontend 4licache 3 ntend 3| 57
O 70 @ B 3 0 8
- S E U 1 U 2 26
S:)‘ "5 0.2 69 "5 0.2 Dcache 1 Dcache 2
= 68- > 68 > |L01 |L_l.uz 55
+
CS 0.0 lcache 1 67 0.0 [llcache 1 [Frontend 1icache 2 [Frontend 2 54
<) 64 - 0.0 0.2 0.4 0.6 0.8 0.0 0.2 0.4 0.6 0.8
él' Horizontal Position (mm) Horizontal Position (mm)
S Note: for better
M 60 visualization, color
< === .
) scales are different
A, 56 -

1 1/2 1/4 1/6 1/8 1/10 1/12 0
always sprinting  Sprinting Duty Cycle (n) always slacking

Sprinting Duty Cycle (n): fraction of period for which the UAV is sprinting
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Collaborative Sprint-or-Slack Operation

OO UAV Sprint: operate at nominal voltage (no error, high energy)

000 UAV Slack: operate at low voltage (with error, low energy)
©

4 )
Collaborative

Sprint-or-Slack

\_ J

UAV1

UAV2

UAV3

UAV4

o

=
S
A

Power Power

Power

o @ Model Converges
eatsin

[Sa7e)
r. .<T

peak heatsink

L o

Tpeak < heatsink

/| 500

r, .<T

peak heatsink

T=0

T

peak

<T
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MulBERRY Key Techniques

Offline Learning On-Device Robust Learning
Agent,
% k- @ Dynamic
(OO L5 \‘9\1 Server Para.
' . (D Payload o~
_ o0 S
Xmltlt Optimization (9/]‘+ et
en
s @ Collaborative
Robust . k+
. Sprint-or-Slack e
POIIC}’ AgentN g0
D . ’e’k- ©) Dynamic
Learn with N Communication
Adjustment
injected random V/E J
bit-flips Learn with actual low-voltage bit-flips

Improvements

Robustness
Success Ratef

Quality-of-Flight
Flight Energy*
#Missions f

N
Q Two-Stage Swarm
Robust Learning )
g Low-Voltage A
Q Payload
S Optimization )
- _ N
Collaborative
Q- Sprint-or-Slack
N Operation p
N

p
Yk
\

Adaptive Swarm

nowledge Sharing
J
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MUIBERRY Framework

(MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems)

-

\_

Drones System
Characterization

\

insight

e

J

ASPLOS 2024

&

Efficient and Robust
Swarm System Design

~

J

Deployment

and Evaluation
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Swarm UAVs Experimental Setup (Sim/Task)

e Simulation Platform: * Task: collaborative package delivery
gewwmnn  Or surveillance

me view

S - Policy Architecture of each UAV:

Convl Conv2 Conv3 FC1 FC2

(7= 4

103 %6 1024 1024
64
—\ 12 )
7 4 25
C 5
o
(V)]
& = B . —>
4
N 12

103
] 3 #parameter = 1.1MB

|:| Input Feature Map I:‘ Conv Layer I:‘ MaxPool D Fully Connected Layer

Action

[ Unreal Engine ]+ [ AirSim

(3D realistic environments) (Drone dynamics)

* Swarm size: 4-UAV, 8-UAYV, 12-UAV
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Swarm UAVs Experimental Setup (UAV Platform)

Bitcraze Crazyflie UAV DJI Tello UAV

Nano-Drone Micro-Drone
27g takeoff weight 80g takeoff weight
15g max payload 70g max payload
250mAh battery 1100mAh battery
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Swarm UAVs Experimental Setup (Hardware)

Evaluation Metrics

A
Hardware Configuration Parameters
Compute-level:
Technology GF 12nm . P rocessi N g En e rgy
Core T 4 x RISC-V
. "" P | Rocket Cores System-level:
£} Cache 16KB 4-way [+D .
< Caches * Avg. flight success rate
Routed Core Area | 0.4mm x 0.4mm . Avg fl |ght time
Voltage Range 0.54Vto 1V ¢ Avg ﬂlght energy
Power 1 7mW to 399mW * Avg. #missions
@ vy (b)

All reported results are

Layout of one RISC-V Rocket core
averaged from 500 runs
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Robustness & Mission Efficiency Improvement

Robustness Improvement

7 —— "

O

o ©
o O

©

| o ﬁ Classical MA MulBERRY
O

#ILVA=1 —e—#[VA=1
0 #IVA=2 ——#[VA=2
Higher #ILVA=3 —e—#LVA=3

(op
-

Success Rate SR (%)
S8 3

40 is better H#IVA=4 —e—#IVA=4
0.72 075 078 081 0.84
(a) Normalized Voltage ( Vmin)

(#LVA: number of low-voltage UAVs)

[ MulBERRY improves mission robustness under low-voltage operation J
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Robustness & Mission Efficiency Improvement

Robustness Improvement Flight Mission Efficiency Improvement

S a0 - -y , :
X 90 o —— E£40 ngtter 13 HIVA=1 —e—#TVA=1
5 801 oo Q. OCUCT | o 4IVA=2 —e—#IVA=2
Rl e Classical MA MulBERRY 3 HIVA=3 —e—#LVA=3
S 0le HIVA—] ——#LVA=1 Fq9le H#LVA—1 —8—#IVA=
o o #LVA=2 —e—#LVA=2 A 0 Classical MA MulBERRY
@ 501" Higher #LVA=3 —8=3fLVA=3 = 257 2 o @
C% 4() Iis bettel‘l #IIJVAZZL —.I—#LVA:IZL é«c | I O | %7 i | - I.

0.72 0.75 0.78 0.81 0.84 0.72 0.75 0.78 0.81 0.84
(a) Normalized Voltage ( Vmin) (b) Normalized Voltage ( Vmin)

(#LVA: number of low-voltage UAVs)
[ MulBERRY improves mission robustness under low-voltage operation J
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Robustness & Mission Efficiency Improvement

Mission Energy Consumption

=7 0m Baseline Voltage: 75.80J @1V
m 72- _
£ 70~

On-Device MulBERRY

Lower is better

ner
[@))
[0¢)

|

= 66-
= 064-
62 -

t

Flig

068 070 071 073 074 076 077 079 080
Normalized Voltage ( Vmin)

Number of Competed Missions

‘ Baseline Voltage: 40.15 @1V
i 28 Higher is better c @
g
S 48-
Ii
E -
(- 45'
© 44-
2 &2 -1 | N

068 070 071 073 074 076 077 079 080
Normalized Voltage (Vmin)
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Robustness & Mission Efficiency Improvement

Mission Energy Consumption
= T4- Baseline Voltage: 75.80J @1V

On-Device MulBERRY

Lower is better

- | [ + Payload Optimization

Flight Energ
D O D
DO =~ O

068 070 071 073 074 076 077 079 080
Normalized Voltage ( Vmin)

Number of Competed Missions

- : Baseline Voltage: 40.15 @1V
Higher is better

ol

068 0.70 0.71 0.73 074 076
Normalized Voltage ( Vmin)
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Robustness & Mission Efficiency Improvement

Mission Energy Consumption

[ ] On-Device MulBERRY

74 Baseline Voltage: 75.80J @1V L e i
: ] + Payload Optimization
Z l i L h [] + Collaborative Sprint-or-Slack
0.68 0.70 .

1 073 074  0.76
Normalized Voltage ( Vmin)

v E
~1 ~J
(el N}

Flight Energ
D O O O
N =~ Oy 0

Number of Competed Missions

Baseline Voltage: 40.15 @1V

i 28 Higher is better ¢ @

a
g 48-
L

44 -

% 43 -
SFr— |

0.68 ) 71 0.73 0.74 0.76 )

Normalized Voltage ( Vmin)
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Robustness & Mission Efficiency Improvement

Mission Energy Consumption

Baseline Voltage: 75.80J @1V
Sweet Spot: 61.42J @0.70Vmin
(18.97%4)

[ ] On-Device MulBERRY

Lower is better
s [ + Payload Optimization

[] + Collaborative Sprint-or-Slack

0.68 0.70 0.71 0.73 0.74 0.76 0.77 0.79 0.80
Normalized Voltage ( Vmin)

+ Adaptive Communication Interval

Number of Competed Missions

Pr— Baseline Voltage: 40.15 @1V + Adaptive Knowledge Sharing Para.
E Zg-ngher is better & — Sweet Spot: 49.01 @0.70Vmin(22.07%4) - P & &
o 48-
Z 4§:
£ 43 18.97% Less Flight Energy
Z,
VB O ataed Veltege (V) 32.07% More #Completed Missionsj
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Effectiveness Across Voltages and Chips
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Effectiveness Across Voltages and Chips

ASPLOS 2024

g .." L . BB A
S B

1(Chipl)  UAV2(Chip2)  UAV3(Chip3)  UAV 4 (Chip4)
Voltage / BER (p) Metric UAV1 | UAV2 | UAV3 | UAV 4
Baseline 1V (p=0)
0.77Vimin / Success Rate (%)
(p=0.025%) Flight Energy (J)
0.74Viin / Success Rate (%)
(p=0.203%) Flight Energy (J)
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Effectiveness Across Voltages and Chips

= L -" [ i i i -|.|. 5 i
s

UAV 1 (Chip 1)

UAV 2 (Chip 2)

UAV 3 (Chip 3)

UAV 4 (Chip 4)

Voltage / BER (p) Metric UAV1 | UAV2 | UAV3 | UAV 4
Baseline 1V (p=0) Success Rate = 91.4%, Flight Energy = 75.80J
0.77Vimin / Success Rate (%) | 91.6 91.4 90.2 90.6
(p=0.025%) Flight Energy (J) | 63.90 | 64.06 | 66.16 | 65.47
0.74Vinin / Success Rate (%) 914 91.6 90.4 90.2
(p=0.203%) Flight Energy (J) 63.15 62.95 64.37 64.78

[ MulBERRY is scalable across voltages and chips, and consistently improves efficiency and robustness ]
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Effectiveness Across Environments

Sparse Obstacle Medium Obstacle Dense Obstacle
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Effectiveness Across Environments

Sparse Obstacle Medium Obstacle ] Dense Obstacle

Sparse Medium Dense
Environment| Flight Num.of| Flight Num.of| Flight Num. of
Energy (J) Missions |Energy (J) Missions | Energy (J) Missions

Baseline @1V
MulBERRY
(optimal)
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Effectiveness Across Environments

Sparse Obstacle Medium Obstacle Dense Obstacle
Sparse Medium Dense

Environment| Flight Num.of| Flight Num. of| Flight Num. of
Energy (J) Missions |Energy (J) Missions |Energy (J) Missions
Baseline @1V 52.41 58.56 75.80 40.15 102.4 28.04
MulBERRY 42.02 71.63 61.42 49.01 85.77 33.79
(optimal) @0.69Vmin @0.70Vimin @0.73Vmin

MulBERRY is adaptive across environments, and consistently improves efficiency;
Sparse obstacle environments enable lower operating voltage
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Effectiveness Across Drones and Models

Crazyflie DJITello DIJI Spark

B o i

ASPLOS 2024

10mm

UAV Size

UAV
Type

Crazyflie |
D]JI Tello

DJI Tello

DJI Spark |

DJI Spark

DJI Spark

95mm

170mm

MulBERRY: Enabling Bit-Error Robustness for Energy-Efficient Multi-Agent Autonomous Systems

05/01/2024



Effectiveness Across Drones and Models

Crazyflie DJITello DIJI Spark C3F2 CS5F4 C7F6
- y ™
2o kA
10mm 95mm 170mm g 1.27MB 2.49MB 3.28MB
UAV Size Network Policy Size

UAV | Network

Type Policy
Crazyflie C3F2
D]JI Tello C3F2
DJI Tello C5F4
DJI Spark | C3F2
DJI Spark | C5F4
DJI Spark | C7F6
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Effectiveness Across Drones and Models

Crazyflie DJITello DIJI Spark C3F2 CS5F4 C7F6
_ T T
2 o ke
\ >
10mm 95mm 170mm 1.27MB 249MB 3.28MB
UAV Size Network Policy Size

UAV | Network | Rotor Compute| MulBERRY MulBERRY

Type Policy |Power Power |FlightEnergy | #Missions |
Crazyflie C3F2 93.5% 6.5% 18.97% 22.07%
D]JI Tello C3F2 97.4% 2.6% 13.37% 14.16%
DJI Tello C5F4 95.0% 5.0% 16.04% 17.85%
DJI Spark C3F2 98.7% 1.3% 6.81% 7.08%
DJI Spark C5F4 97.5% 2.5% 12.07% 12.92%
DJI Spark C7F6 96.7% 3.3% 13.88% 14.83%

MulBERRY is adaptive across drones and models, and consistently improves efficiency and robustness;
MulBERRY enables more mission energy savings under smaller UAVs and larger models
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Offline Learning On-Device Robust Learning Improvements
Agent,

v (4 Dynamic Robustness
r r \ r r \ > JLI\ 6’\1 Server Para. Success Ratef
S u a ry Mu1ti— @ Payload V/F \ Server

Optimization H
Agent ' _ Effi czency
o | Qo CED D e
Policy o Agent, o Energy
. ek- @Dynamlc
Learn with HC N Communication Quality-of-Flight
injected random V/F Adjustment Flight.Er.lergﬂ
bit-flips Learn with actual low-voltage bit-flips #tMissions 4
~ ™ ~ ™ ~ R
Drones System insight | Efficient and Robust desigh | peployment
Characterization Swarm System Design and Evaluation
. Y, " v, " Y,
Rotor Power
(95%) Compute
Power
(5%)
Compute power: small portion, big impact! Aggressive energy-saving yet computational-resilient
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Summary

Reliability

MulBERRY achieve aggressive energy-savings under
low-voltage operation, yet remain computationally-
resilient for swarm autonomous systems

> *MulBERRY
= N
[ Efficiency ] § W%‘Go‘d Performance]
\ Voltage
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