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Abstract—Autonomous systems, such as unmanned aerial vehi-
cles (UAVs), are required to employ complex AI models to execute
fully autonomous position-navigation-timing missions. However,
deploying such functionalities on UAVs remains challenging due
to stringent onboard size, weight, and power constraints. Further,
these UAVs may also be vulnerable to adversarial attacks in
complex real-world environments. Existing methods often address
either efficiency or robustness, but rarely both, frequently neglect-
ing or even compromising one to optimize the other.

To this end, we propose FortiSky, a robust learning framework
to jointly enhance robustness to both adversarial and random
bit errors, realizing efficient and secure UAV systems. FortiSky
supports both single-agent and multi-agent robust learning, both
offline and on-device, with adaptive and collaborative optimiza-
tions. FortiSky is the first design that ensures both adversar-
ial robustness and high energy efficiency enabled by very-low
voltage operation onboard UAVs. Through extensive system-level
UAV experiments combining algorithm-level robust learning and
hardware-level silicon tests, FortiSky achieves 3.73× processing
energy reduction and 14.6% mission energy reduction, thus
effectively co-optimizing efficiency and robustness of onboard UAV.

I. INTRODUCTION

The adoption of autonomous systems is becoming increas-
ingly widespread in position-navigation-timing tasks [1]–[4].
To achieve the required level of autonomy, Unmanned Aerial
Vehicles (UAVs) are expected to execute complex Reinforce-
ment Learning (RL) models onboard, often operated in chal-
lenging and dynamic environments. However, deploying these
systems onboard real-world devices presents significant chal-
lenges. First, the computational complexity that such PNT tasks
entail, conflicts with stringent Size, Weight, and Power (SWaP)
constraints inherent to UAVs [5]–[9], making it imperative
to boost mission energy efficiency. Second, the autonomy AI
models used in many safety-critical autonomous tasks are vul-
nerable to errors and adversarial attacks, making it challenging
to ensure reliable performance in dynamic and unpredictable
environments [10]–[12]. It is thus essential to develop tech-
niques boosting both efficiency of autonomous systems as well
as their robustness to both random and adversarial errors.

To tackle the first challenge of energy efficiency, an effective
approach is to lower voltage of the onboard processor, given
the quadratic relation between energy and voltage. In particular,
reducing processing power enables it to be re-targeted towards
increasing UAV flight speed, thus resulting in mission energy
savings [13], [14]. Moreover, voltage scaling methods can
be applied in conjunction with other software and hardware
energy-saving methods. However, operating below rated voltage
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Fig. 1: FortiSky Enables Robust and Efficient Autonomous Sys-
tems. FortiSky is a unified robust learning framework enhancing both
adversarial and low-voltage bit-error robustness to unlock secure and
efficient processing for single- and multi-agent autonomous systems.

ranges can result in random memory bit errors [15], resulting
in adverse implications on UAV mission success.

In addition to random bit errors introduced on account of ag-
gressive voltage scaling, the processors onboard UAVs may also
be vulnerable to adversarial attacks. For example, Rowhammer-
based attacks on on-chip DRAMs storing models can drastically
degrade inference accuracy by simply flipping a small number
of bits across the autonomy model parameters [10]. Even in
multi-UAV scenarios, such adversarial bit flips in a small subset
of UAVs can go undetected, potentially corrupting the unified
autonomy model shared among the fleet.

To tackle the second challenge of safety-critical mission
robustness, recent works have proposed techniques to mit-
igate the effects of bit errors, both random and adversar-
ial. Circuit/architecture/system co-optimizations [15], [19]–[21]
and algorithmic methods such as error-aware training tech-
niques [6], [16], [22], [23] are effective in addressing random
bit errors. However, these methods are ineffective against ad-
versarial attacks and may introduce power and area overheads,
which are untenable for SWaP-constrained UAV systems.

Parallel efforts have sought to enhance robustness against
adversarial attacks. Adversarial training is one of the most ef-
fective methods [17], [24], to address the robustness challenge.
However, these methods focus on supervised learning and fail
to address the sequential decision-making processes critical to
RL-based autonomous systems. Moreover, they often lack ro-
bustness against random bit errors, limiting their applicability to
low-voltage operations for energy-efficient SWaP-constrained



systems. Notably, a model trained to be robust to random
bit errors may still remain vulnerable to adversarial errors,
and vice-versa, highlighting the imperative need for holistic
solutions that address both challenges concurrently.

In this paper, we aim to answer three fundamental questions:
(1) How do adversarial and random bit errors impact RL-based
UAV systems? (2) What is the correlation between adversarial
and bit-error robustness? (3) How can we provide a unified
framework that is robust to both adversarial and bit-flip errors,
enabling both secure and energy-efficient autonomous systems?

To this end, we introduce FortiSky, a unified robust learning
framework to enhance both adversarial and low-voltage bit-
error robustness, delivering security, resilience, and energy
efficiency for single-agent and multi-agent autonomous systems
(Fig. 1). FortiSky addresses the interplay between adversar-
ial and bit-error robustness through a cross-layer approach,
integrating algorithm-level error-aware learning, system-level
adaptive and collaborative optimizations, and hardware-level
silicon characterizations. FortiSky enables computationally se-
cure and efficient systems, even under adversarial and low-
voltage operation, significantly improving mission robustness
and efficiency of SWaP-constrained autonomous systems.

This paper, therefore, makes the following contributions:
• We analyze the impact of adversarial errors and low-voltage

processing on single-agent and multi-agent UAV systems, and
empirically illustrate the bounding generalization and correla-
tion between adversarial and bit-error robustness.

• We present FortiSky, the unified robust learning frame-
work to enhance both adversarial and low-voltage bit-error
robustness of UAV systems. FortiSky incorporates two-stage
robust learning and collaborative optimization techniques for
both autonomous mission security and energy efficiency.

• By evaluating FortiSky extensively on single- and multi-
UAV scenarios in the presence of adversarial and random bit
errors, via cross-layer application-to-silicon analysis. We show
that FortiSky achieves success rates comparable with error-free
missions, while consuming 3.73× less processing energy and
achieving 14.6% energy savings on navigation tasks.

II. LEARNING-BASED AUTONOMOUS SYSTEMS

In RL-based autonomous systems, the agents learn a policy
by interacting with the environment to achieve the defined
goals. The learning is modeled by a Markov Decision Process
(MDP) as M = (S,A,P,R, γ), where S is the state space,
A is the action space, P : S × A → S is the MDP transition
probabilities, R : S × A → R is the reward function. At each
step k, the agent observes the tuple Dk = (sk, ak, sk+1, rk),
where sk, sk+1 ∈ S is the current and next state, ak ∈ A is
the action taken at step k, and rk = R(sk, ak) is the reward.

Single-Agent Autonomous System. In a single-agent sys-
tems, the goal is to learn an optimal policy π∗ given the
observed D that can maximize the reward, i.e., π∗(s) =
argmaxa Q

∗(s, a), with the function Q∗ : S × A → R. The
agent uses Q-learning to update the Q function:

Qπ (st, at)←
[
R(st, at) + γmax

a′
Qπ (st+1, a

′)
]

(1)
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Fig. 2: Learning-Based Autonomous System. Each single-agent uses
RL to learn autonomy model. In multi-agent scenarios, all agents
jointly learn a unified model by interacting with environments and
communicate with the server without sharing local data.

The policy converges to an optimal π∗. To minimize com-
putational complexity, we use the Deep Q-Network (DQN)
approximation fθ: S → A to estimate Q parameterized
by weights θ. This model learns an updated mapping from
s→ Q(s, ·) by minimizing the loss between the predicted and
Bellman updated Q-values (Eq. 1). Prior works have shown
that DQN performs well in UAVs [25].

Multi-Agent Autonomous System. In multi-agent systems,
each agent acts and makes observations in its own environment
and shares the information with a centralized server, with
the aim of jointly learning a unified model π∗ (Fig. 2).
Each agent adopts an RL procedure as a single-agent system
where the MDP at each agent i can be modeled as Mi =
(Si,Ai,Pi,Ri, γ). We use θ to model the family of policies
πθ(a|s) and ρ = [ρ0, . . . , ρn−1]

T and ρi as the initial state
distribution over Ai of agent i. The goal is to find θ∗ that:

θ∗ = argmax
θ

Q(ρ, a; θ) ≜
n−1∑
i=0

Esi∼ρiQ
πθ
i (si, ai) (2)

To find the unified model in Eq. 2, Mi remains at the
local agent i while the model θi is shared with the des-
ignated server. Each agent i learns its task by utilizing its
local data Di to train θi. After k steps, agents share their
model θk−i with the server. The server carries out a weighted
aggregate and generates n new sets of parameters θk+i , one
for each agent, with θk+i = αkθk−i + βk

∑
j ̸=i θ

k−
j , where

αk, βk = 1−αk

n−1 ∈ (0, 1) are aggregate weights. The goal of this
weighted aggregate is to achieve a consensus among agents, i.e.
limk→∞ θk+i → θ∗, ∀i ∈ {0, n− 1}. As the learning proceeds,
the weighted aggregate constants converge to αk, βk → 1

n [26].
In this paper, we consider both single- and multi-UAV sys-

tems, which are initially trained offline in meta-environments.
The acquired knowledge is then transferred to real-world envi-
ronments and fine-tuned for on-device deployment.

III. FORTISKY THREAT MODEL AND IMPACT

This section first introduces the practical fault models for
adversarial errors (Sec. III-A) and low voltage-induced random
bit errors (Sec. III-B). We then evaluate how these errors impact
the robustness and efficiency of UAVs (Sec. III-C).

A. Adversarial Threat Model

Safety-critical UAV systems rely on autonomy models exe-
cuted on onboard processors, making them vulnerable to adver-
sarial attacks [27]. For instance, given knowledge of the data
layout in memory and addressing schemes, an adversary can



Algorithm 1 Adversarial bit errors ADVBITERROR.
1: procedure ADVBITERRORS(θ, ϵ)
2: // Perturb model weights by flipping at most ϵ bits
3: Initialize θ̃0 subject to dH(θ̃0, θ) ≤ ϵ and dH(θ̃0i , θi) ≤ 1
4: for time step k = 1 to T do
5: // Fixed batch {(sb, ab, rb, sb+1)}Bb=1 from D, forward + back-

ward pass
6: Set yb = rb + γmaxa′ Q(sb+1, a

′; θk−1)

7: ∆k−1 = ∇θ
∑B

b=1

(
Q(sb, ab; θ

k−1)− yb
)2

8: // Adversarial errors based on gradient and project onto Hamming
constraints

9: θ̃k = θ̃k−1 + α∆k−1

10: Project θ̃k onto dH(θ̃k, θ) ≤ ϵ and dH(θ̃ki , θi) ≤ 1
11: end for
12: return Adversarially perturbed autonomy model θ̃

use Rowhammer [28] to induce bit flips in the memory arrays
of UAV processors using malicious programs. In this work, we
constrain the number of induced bit errors to ϵ, following the
principle of Lp-constrained adversarial attacks [29], allowing
at most one bit-flip per weight value to ensure the strongest
adversarial attack to avoid easy detection by adversaries. In
practice, not all memory bits are vulnerable to attack, how-
ever, we consider a stronger threat model from a robustness
perspective. Our adversarial threat model is defined as:

Adversarial Threat Model: An adversary, having knowl-
edge of autonomy model and its layout in processor memory,
can flip up to ϵ bits for each agent, at most one bit per weight,
to degrade the autonomous system safety and quality-of-flight.

Algo. 1 details our adversarial threat model. Following the
projected gradient ascent approach [24] and letting dH be
the (bit-level) Hamming distance [30], we intend to maximize
cross-entropy loss on a mini-batch {(sb, ab, rb, sb+1)}Bb=1 (line
5-7). We adversarially inject errors and perform a projection
onto the Hamming constraints minθ̃′ ||θ̃−θ̃′ ||22, s.t. dH(θ̃, θ̃

′
) ≤

ϵ, dH(θ̃i, θ̃
′

i) ≤ 1, optimizing over θ̃
′

which will be the
perturbed model after projection (line 8-10). We adopt best
practices from gradient norm and momentum [30].

B. Low-Voltage Bit Errors

Reducing operating voltage is a highly effective means of
improving energy efficiency due to the quadratic relation-
ship between energy and voltage. However, reducing voltage
towards near-threshold levels exacerbates bit cell variations,
leading to an exponential increase in bit error rates (BERs).
For our analysis, we extract the relationship between voltage,
BER, and energy based on data from FinFET SRAM chips [15].

At a given voltage, these bit flips remain consistent across
multiple reads and writes to the same memory location. The
locations of the bit flips are random and independent across
chips and arrays [15], [16], [31], [32]. To evaluate the impact
of low-voltage processing, we use the following error model:

Low-Voltage Error Model: The probability of a bit error
is denoted as p. For a fixed array, errors are persistent across
voltages, i.e., errors occurring at probability p′ ≤ p also occur
at p. Bit error injection is denoted as BErrp.

Notably, these voltage-induced errors are not transient and
cannot be mitigated through spatial or temporal computational
redundancy. Standard error-correction codes (ECC) fall short,
as there can be multiple faulty bits within single memory word.
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Fig. 3: Impact of Adversarial and Random Bit Errors. (a) Introduc-
tion of adversarial errors results in a sharp drop in mission success rate,
which is exacerbated with increasing number of adversarial bit errors
(ϵ). (b) Low voltage-induced memory errors degrade mission success
rate more gradually. However, the addition of adversarial errors makes
the system even more vulnerable to bit-flips. Note that LV: low-voltage
error, Adv: adversarial attack (ϵ = 40).

C. Impact of Adversarial and Low-Voltage Errors

We evaluate the effects of adversarial errors and low-voltage
operations on single- and multi-agent systems, where UAVs
collaboratively navigate from start to finish in the shortest time
without colliding with obstacles (Sec. V). Fig. 3 shows the
average mission success rate of UAVs under various scenarios.

Adversarial Error Impact. Fig. 3a demonstrates the sig-
nificant degradation in UAV system safety caused by adver-
sarial bit errors. With increasing number of adversarial errors
(denoted by ϵ), agents perform more wrong actions, resulting
in increased collisions with obstacles, which in turn increases
overall mission time and energy. Additionally, compared with
prior attacks such as Bit-Flip Attack (BFA) [33], we find
ADVBITERROR delivers more effective and efficient attacks.
At ϵ = 60, BFA achieves a success rate of 23.5%, while the
success rate in ADVBITERROR drops to < 10%. BFA needs
2-3 seconds per attack iteration with the number of bit flips tied
to the iterations, while ADVBITERROR requires only 0.35-0.4
seconds per iteration, and runtime is independent of ϵ.

Low-Voltage Error Impact. Fig. 3b illustrates the gradual
degradation in mission success rate, caused by bit errors from
low operating voltage, worsening as voltage decreases. The
task success rate drops to 80% at 0.76V min. Although low-
voltage operation reduces onboard power, the mission detours
will result in longer flight distances and extended flight time
and energy. Additionally, the introduction of adversarial errors
exacerbates the vulnerability to low-voltage faults, causing the
success rate to decline more rapidly as voltage scales down.

Bounding Generalization to Bit Errors. To establish a
probabilistic bound on the deviation between expected robust
error and empirical results, we leverage Hoeffding’s inequality
and union bound to derive the following proposition:

P

 1

nl

n∑
j=1

l∑
i=1

1Err(f(sj ,aj ;θ̃i))
− P (Err(f(s, a; θ̃))) ≥ ϵ


≤ (n+ 1)e

−nϵ2 l

(
√

l+
√

n)2

where θ̃i, i=1 to l represents l instances of weights with bit
errors (each bit flipped with probability p). With large l, this
bound ensures that empirical test error closely approximates
the expected error with the same margin across scenarios.

Single- and Multi-UAV System Comparison. Fig. 3 also
highlights that multi-UAV systems exhibit greater robustness
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compared to single-UAV systems under both adversarial and
low-voltage errors. Multi-UAV systems can withstand higher
ϵ attacks and operate at lower voltages. This may result
from the collaborative nature of multi-UAV systems, where
models trained on locally collected sensor data are shared via
server, enhancing overall system resilience. FortiSky aims to
improve robustness and efficiency of both single- and multi-
UAV systems through the unified robust learning framework.

IV. FORTISKY ROBUST LEARNING FRAMEWORK

This section provides an overview of the FortiSky framework
and describes how FortiSky supports both adversarial and
low-voltage robust operations with a host of optimizations to
enhance the security and efficiency of UAV systems.

Overview. FortiSky is a robust learning framework to en-
hance both adversarial and bit error robustness in autonomous
systems (Fig. 4). FortiSky is built upon MulBERRY [23] and
enables very low-voltage operation of UAVs by developing RL-
based autonomy models robust to random bit errors in their
weights. This also improves security against manipulation of
voltage settings [34]. Besides, we also address UAV robustness
against a limited number of adversarial bit errors. In general,
UAV robustness to bit errors is a desirable goal to maintain safe
operation and facilitate low-power autonomous system design.

FortiSky begins with a round of offline adversarial robust
learning to equip UAV agent(s) with adversarial robust models.
These models are then deployed onboard UAVs for real-world
missions. To enable robust low-voltage operations and achieve
significant energy savings, FortiSky further conducts on-device
low-voltage robust learning, where agents learn on low-voltage
devices subject to bit errors and subsequently execute navi-
gation tasks on the same hardware. In multi-UAV scenarios,
each UAV learns using its own data on the low-voltage device
incurring errors, and then performs the navigation mission on
the same hardware. Each UAV communicates with the server
at certain periodic intervals. The server dynamically adjusts
communication intervals and aggregates model parameters via
a weighted average of individual agents’ models to enhance
robustness. By integrating adversarially robust models with on-
device low-voltage learning, FortiSky improves security and
energy efficiency tailored to the specific hardware.

Offline Generation of Adversarially Robust Model. The
goal of offline robust model generation is to ensure generalized

Algorithm 2 FortiSky - adversarial and low-voltage bit-error
robust learning framework for RL-based autonomous systems.
1: Initialization: number of agents n, communication interval CI , smoothing

average threshold δk . For each agent, initialize action-value function Q
with policy θi and target action-value function Q̂ with policy θp = θ.

2: for time step k = 1 to T do
3: // Agents conduct robust learning at each step
4: for each agent i in parallel do
5: Update θki ← RobustLearning

(
i, θ

(k−1)
i

)
6: end for
7: // Agents communicate with server at every CI steps (multi-agent)
8: if k mod CI = 0 then
9: Each agent i sends its policy θk−i to server for smoothing average:

10: αk = 1
n
max(1,

(1−n)k

δk
+ n), βk = 1−αk

n−1
11: for each agent i do
12: Server sends its updated policy θk+i back to agent i:
13: θk+i = αkθk−i + βk

∑
i̸=j θ

k−
j

14: end for
15: end if
16: end for
17:
18: Function: RobustLearning (i, θ(k))
19: Given state sk , take action ak based on Q
20: Obtain reward rk and reach new state sk+1

21: Store transition (sk, ak, rk, sk+1) in D
22: // Experience replay
23: Sample a mini-batch {(sj , aj , rj , sj+1)}Bb=1 from D
24: // Clean training pass
25: Set yj = rj + γmaxa′ Q(sj+1, a

′; θp(k))
26: ∆(k) = ∇θ

∑B
b=1(Q(sj , aj ; θ

(k))− yj)
2

27: // Perturbed training pass, inject adversarial errors with at most ϵ bit-
flips (offline learning stage) or low-voltage bit errors at rate p (on-device
learning stage)

28: θ̃(k) = ADVBITERRORSϵ(θ(k)) (or θ̃(k) = BErrp(θ(k)) )
29: Set ỹj = (rj + γmaxa′ Q(sj+1, a

′; θ̃p(k)))
30: ∆̃(k) = ∇θ

∑B
b=1(Q(sj , aj ; θ̃

(k))− ỹj)
2

31: // Average gradients and update w.r.t θ
32: θ(k+1) = θ(k) − α(∆(k) + ∆̃(k))
33: // Periodic update of target network
34: Every C steps reset Q̂ = Q, i.e., set θp = θ
35: Return θ(k+1)

36:
37: Output: Unified adversarial and low-voltage random bit-error robust

autonomy model θ =0

adversarial robustness and security across all UAV agents. The
RobustLearning function in Algo. 2 describes FortiSky
offline generation of robust RL algorithm with adversarial
bit error injection. At each step k, the evaluation and target
networks learn a policy Q(θ) by computing the predicted Q-
value and gradient ∆(k) with θ(k) (line 23-27). Then FortiSky
injects adversarial errors into the network (line 29) with the
gradient-based adversarial bit error attack model in Sec. III-A
and Algo. 1. To maintain accuracy under adversarial errors,
the model is updated by averaging perturbed and unperturbed
gradients (line 30–33). While the evaluation network θ is
updated every step, the target network is updated every C steps
by copying θ(k) to θ

(k)
P . This process yields robust models that

navigate securely under adversarial attacks while mitigating
low-voltage faults. In contrast, models trained only for low-
voltage errors fail against adversarial attacks, since low-voltage
faults are more frequent, random, and unstructured, unlike
gradient-based adversarial errors.

On-Device Low-Voltage Robust Learning. After deploying
the adversarially robust model onboard, agents can achieve
additional efficiency by scaling down operating voltages. Al-
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Fig. 6: Low-Voltage Bit-Error Robustness and Efficiency Improve-
ments. FortiSky consistently improves robustness under low-voltage
operations and ADVBITERRORS (ϵ=40), and generalizes well across
chips. Dynamic communication and agent-server optimizations further
enhance mission success rate and energy efficiency.

though sub-threshold voltage introduces memory failures, For-
tiSky leverages its robust learning framework to adaptively
learn and operate effectively under such conditions. Inspired by
MulBERRY [23], FortiSky includes three on-device techniques:

1 Low-Voltage Bit Error Learning. For an agent oper-
ating at low voltage during mission, it can adopt the unified
RobustLearning function to learn using its own data on
the low-voltage device incurring errors, and then perform the
navigation task on the same hardware. Combining learning
and navigation on the same device enables robust low-voltage
operation with improved robustness tailored to specific chip.
Reduced processing power enables further flight energy savings
due to optimized UAV payload and enhanced agility [6].

2 Dynamic Communication Adjustment. In multi-agent
systems, each UAV communicates with the central server every
CI steps. FortiSky dynamically adjusts the communication
interval based on the UAVs’ operating mode. UAVs running at
low voltage with bit errors communicate with the server at half
the normal frequency, facilitating faster adaptation to specific
hardware conditions and limiting the effect of bit errors on
the global model [23]. Lines 7-15 of Algo. 2 describe UAVs
transmitting their autonomy model parameters at step k to the
server, where k is a multiple of CI .

3 Dynamic Server Parameters Adjustment. The server
aggregates model parameters θk−i received from all UAVs and
updates the global model via a weighted average computation.
The updated model θk+i is then distributed back to the UAVs
for continued on-device robust learning (lines 10-15). FortiSky
dynamically adjusts the weighting parameters α and β. Specif-
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Fig. 7: Correlation Between Adversarial and Low-Voltage Robust
Learning. When Adversarial learning (AdvLearn) and Low-voltage
learning (LowVoltageLearn) are applied individually, they are not
capable of ensuring both adversarial robustness (AR) and bit-error
robustness (BR). Similarly, a purely offline approach for learning both
adversarial and low-voltage errors does not yield the desired mission
success rate. In contrast, FortiSky, comprising of offline adversarial
learning and on-device low voltage error learning, effectively strength-
ens both AR and BR and improves mission energy efficiency.

ically, for UAVs operating under low-voltage conditions, the
server assigns a doubled weight (2α) to emphasize learning the
corresponding fault patterns, thereby enabling more targeted
adaptation to chip-specific errors. After this adjustment, the
system proceeds with the robust learning process as Algo. 2.
In the absence of dynamic tuning, all weights default to 1/N .

Beyond dynamic parameter adjustment, FortiSky adapts
communication frequency and resilience mechanisms to handle
agent failures (e.g., UAV malfunctions or delays). If a UAV
fails, FortiSky reassigns its learning tasks to others or increases
communication to maintain global progress.

V. FORTISKY EVALUATION

This section evaluates FortiSky on UAV systems, demon-
strating consistent improvements in both adversarial and low-
voltage bit-error robustness. FortiSky enhances resilience and
energy efficiency across single- and multi-UAV missions.

A. Experimental Setup

Simulation Platform. We utilize PEDRA, a real-flight-
validated UAV infrastructure [35] for our evaluations. PEDRA
integrates Unreal Engine [36] for environment simulation,
AirSim [37] for capturing UAV dynamics and kinematics, and
RL for generating real-time flight commands for each UAV.

Task and Policy Models. We study UAV navigation tasks
(e.g., collaborative delivery) where UAVs travel from start to
destination while avoiding obstacles. The action space A has
25 actions, with the C3F2 model (1.1 MB). Additional models
and environments are shown in Fig. 8 and Tab. II.

UAV Platforms. We use DJI Tello [38], a UAV with 80g
takeoff weight, 1100mAh battery and 13min max flight time.
In Tab. II, we configure another UAV, DJI Spark [39] with 300g
weight, 1480mAh battery and 16min max flight time.

Evaluation Metrics. We measure robustness (success rate)
and efficiency (processing and mission energy). Success rate is
the percentage of flights reaching their destination, and mission
energy is the average per flight. Each scenario averages 500
flights with a 1.3% error margin at 95% confidence.

B. Evaluation Results

Adversarial Robustness Improvement. We evaluate For-
tiSky on single- and four-UAV systems under adversarial errors
(Sec. III-A). As shown in Fig. 5, FortiSky sustains >80%



TABLE I: Continuous Learning to Unseen Attacks. Mission
success rate (%) under various attacks. In comparison to the baseline,
FortiSky generalizes to both unseen Lp and non-Lp attacks.

Lp-
attacks

Various Lp

(FortiSky trained
offline with L2)

L2 L1 L∞

FortiSky w/o FortiSky FortiSky w/o FortiSky FortiSky w/o FortiSky
90.4 18.2 86.0 17.4 85.8 12.6

Various ϵ

(FortiSky trained
offline with ϵ = 40)

ϵ = 40 ϵ = 20 ϵ = 60

FortiSky w/o FortiSky FortiSky w/o FortiSky FortiSky w/o FortiSky
90.4 18.8 90.8 48.6 90.0 8.8

Non Lp-
attacks

FortiSky w/o FortiSky
Random policy attack 85.8 60.6
Opposite policy attack 84.2 52.2

Sparse Obstacle Medium Obstacle Dense Obstacle
Environment Sparse Obstacle Medium Obstacle Dense Obstacle

Quality-of-Flight
Success

Rate (%)
Flight

Energy (J)
Success

Rate (%)
Flight

Energy (J)
Success

Rate (%)
Flight

Energy (J)
No Attack (ϵ=0 @1V ) 93.2 62.6 90.6 75.8 88.8 98.0

Attack ϵ=40
@0.74Vmin

w/o FortiSky 28.6 296.8 20.2 358.3 10.4 504.4
w/ FortiSky 93.2 53.1 90.4 64.7 88.6 88.1

Fig. 8: Effectiveness across Environments. FortiSky consistently
improves mission robustness and efficiency under adversarial and low-
voltage errors across various obstacle density environments.

mission success with ϵ=80 ADVBITERROR, while the baseline
drops below 5%, matching prior results on tasks of similar
difficulty [1], [25]. Multi-UAV systems further improve robust-
ness (Fig. 5b). With one adversarial UAV, they consistently
outperform single-UAV systems, and even with all UAVs ad-
versarial, accuracy remains comparable. We hypothesize that
collaborative learning contributes to enhanced robustness.

Low-Voltage Bit-Error Robustness and Efficiency Im-
provements. Fig. 6 shows that FortiSky improves robustness
under simultaneous adversarial (ϵ=40) and low-voltage errors
via offline and on-device learning. Dynamic communication
and parameter tuning further boost success. Lowering voltage
cuts processor temperature, eliminates heatsink payloads, and
reduces energy: at 0.74Vmin, FortiSky saves 14.6% flight
energy and 3.73× processing energy in multi-UAV systems
under adversarial errors. Fig. 6 also shows generalization across
chip-specific fault patterns when training is tailored per UAV.

Correlation Between Adversarial and Low-Voltage Ro-
bust Learning. Fig. 7 evaluates adversarial learning, low-
voltage learning, and FortiSky under adversarial, low-voltage,
and combined errors on a multi-UAV system. Adversarial and
low-voltage learning each improve robustness to their target
errors but offer little cross-robustness. Sequentially applying
low-voltage then adversarial training is ineffective and further
limited by UAV resource constraints. By contrast, FortiSky
integrates offline and on-device robust learning with dynamic
knowledge sharing, improving both adversarial and bit-error
robustness while enabling efficient low-voltage operation.

Continuous Learning Against Unseen Attacks. We eval-
uate FortiSky’s ability to adapt to unseen adversarial attacks
at runtime (Tab. I). Trained offline with L2 attacks, FortiSky
achieves >85% success under L1, L2, and L∞ attacks, and
>90% across ϵ=20-60 (vs. <20% for baselines). It also main-
tains >84% success under non-Lp attacks (e.g., random and

TABLE II: Effectiveness across UAVs and Models. FortiSky con-
sistently improves mission robustness and efficiency under adversarial
and low-voltage errors across a combination of UAVs and models.

UAVs / Models DJI Tello / C3F2 DJI Tello / C5F4 DJI Spark / C5F4

Quality-of-Flight
Success

Rate (%)
Flight

Energy (J)
Success

Rate (%)
Flight

Energy (J)
Success

Rate (%)
Flight

Energy (J)
No Attack (ϵ=0 @1V ) 90.6 75.8 91.4 75.3 91.6 216.1

Attack ϵ=40
@0.74Vmin

w/o FortiSky 20.2 358.3 26.8 344.5 26.6 1258.1
w/ FortiSky 90.4 64.7 91.4 64.2 91.4 194.4

TABLE III: Ablation Study on Communication Frequency. Suc-
cess rate and energy under agent-server communication frequencies.

Communication Freq. (1/CI) 7/8 3/4 5/8 1/2 3/8 1/4 1/8
Success Rate (%) 87.6 89.8 89.4 90.4 90.2 88.6 87.2
Flight Energy (J) 69.1 67.4 64.9 64.7 65.5 66.1 69.7

opposite-policy [18]). Under extreme cases (e.g., ϵ=160 L2),
success falls below 60%, showing robustness limits.

Effectiveness across Environments. Fig. 8 evaluates For-
tiSky on three environments with different obstacle densities
(sparse, medium and dense). We observe that FortiSky consis-
tently improves robustness and is adaptive across environments
under adversarial and bit errors, with 15.2%, 14.6%, and 10.1%
flight energy reduction for three scenarios, respectively.

Effectiveness across UAVs and Models. Tab. II evaluates
FortiSky on another UAV type (DJI Spark) and model C5F4 in
a four-UAV system. DJI Spark has larger frame size than DJI
Tello, and C5F4 has larger model size than C3F2. We observe
that FortiSky consistently improves robustness and is adaptive
across UAVs and models, with 14.6%, 14.7%, and 10.0% flight
energy reduction for three UAV and model combinations.

Effectiveness in Larger-Scale UAV Deployment. We evalu-
ate FortiSky on a larger-scale 12-UAV system and observe that
FortiSky consistently improves adversarial and bit-error robust-
ness, achieving 90.8% success rate as well as 13.8% mission
energy reduction and 3.63× processing energy reduction under
adversarial ϵ=40 and 0.75Vmin operation.

Ablation Study on Optimization Parameters. We conduct
the ablation studies on agent-server communication frequency
and weighted-average parameters (Tab. III). We observe that for
UAVs operating under low-voltage conditions, communicating
at half of the normal frequency and doubling weighted factor
results in optimal mission success rate and flight energy.

VI. CONCLUSION

This paper presented FortiSky, a unified robust learning
framework that improves adversarial and low-voltage bit-error
resilience for RL-based autonomous systems. By integrating
offline adversarial training, on-device low-voltage-aware learn-
ing, and dynamic agent-server coordination, FortiSky enables
reliable operation under aggressive voltage scaling and adver-
sarial faults. Evaluations on single- and multi-UAV systems
show near error-free mission success with significant processing
and mission energy savings, demonstrating that robustness and
efficiency can be co-optimized through cross-layer design.
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