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SILENT DATA CORRUPTION IN AUTONOMOUS SYSTEMS

o Motivation: Silent Data Corruption (SDC) has shown a significant threat in computing, from server scale
systems to emerging application areas. Safety and reliability of autonomous systems is critical.

o Challenge: No suitable fault analysis tool; Autonomous machines are complex cyber-physical systems.
o This work: What is SDC impact on end-to-end system-level autonomy metrics for autonomous aerial robots?
How to enhance the resilience of autonomous system against SDC with lightweight techniques?
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FAULT CHARACTERIZATION

o Fault Injection: Hardware transient faults during o Fault Characterization: (1) Metric: quality-of-flight;
compute, portable to any ROS-based systems. (2) Eva: end-to-end analysis; (3) Takeaway: planning
Host Sim. Companion Computer and control are critical.
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FAULT DETECTION AND MITIGATION
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